MR APL $EN - 2026-11-08

RN HS RREFE=FBE (App WebView / NiEkF&) B, TTEIHZARIIMR,
connect-src 'self' $i%E, fetch. WebSocket . EventSource ®ZPAAIH, £XiIF
XN EIRE. MRFEECHIIEERE, FITEEREMNR, FH: 2026-11-08

0. kR MRFREERHA
BENRHBE, D RENEERE T IREEEPRE:

#HiR BRI fREETREER  ®Mm

TEFRERSR f8E (W0 app.builda.game ) X RERERREARIRR A

TRy CSP BE X RE fetch / script / iframe MIBEEE
— 1B CHIEE | Worker  {R v REREEFBER M ER A"

ARSS im0 1P R & Y RESTEE LR P IRR

—HIELIL:

EERAT - FERRAEEHE - RER TN ERERNNARAIEK", HHE
<script src> (JSONP),

0.1 R

RERR R
-8 — ERRMR (0 ), B, B
- =

- script-src BITIRAHEIS?

| & —> JSONP + K (¥ 3-5 1) -~ BERERBIME—ILME

| =&

| |- frame-src M{773? —» iframe + postMessage #f (¥ 10 )
| — &8 — HEEMARER, KERARFRES

L {REY Worker/BRS528REHMIID?



- B — Befizus
— #® LR IP IR — Bi—4%E0 (8 6 )

0.2 FcEX=1T
EEENENERNSE:

location.origin // TIEEWNE (R2IRBFIAL

document.querySelector('meta[http-equiv="Content-Security-Policy"]')?.content

BEMMNL (Y88 Network -~ X#4iEK — Response Headers)

content-security-policy: default-src 'self'; script-src 'self' https://cdn.xxx.com; ¢

4

4

@ connect-src # script-src ¥TR, EEE—TEHENEE,

0.3 HBBIREARKE (G “HHZ"RR)

Cloudflare By TARMNibmy RSB, 140 mydomain.com » relay.mydomain.com «
docs.mydomain.com . bridge.mydomain.com #HFRBEREMIAMMNIES, BI1REIRE zone B

#)—%% DNS 2R,

R 7£ Cloudflare ;B4R B ARIE R
mydomain.com Add a site - NS - HF4K J =, BRE—"nR
relay.mydomain.com 1% — DNS - /il CNAME (38[ Pages) =X A (35@ VPS) x &
docs.mydomain.com (Pages) Pages E - Custom domains IEF1%, BEXR CNAME X &

Worker E&H relay.mydomain.com/* 1Ri% zone - Workers Routes 457 X &

FRrLA:

o BIRE mydomain.com - BHJLNFEEMAILD, FRAB HRMGS"

o XABIRE . HIZEFATE4H WBER.pages.dev / HBALZ.workers.dev , —1¥EEM, HEF
BRFE

o it relay.BIAKEE . con ERMIRFEAREMIKSE - FEXTTE DNS BLA1RIN
CNAME, fRXAMAT



[EXFRE mydomain.com #PEis{RECHIIRE,
15,

1. FIBTARERET Ji=fE

1.1 O ER L

relay. / bridge. / docs. =MEE FEMF

e mR EHaRE BEREHTIS
A i curl IEE, MTURE blocked by CORS policy: No 'Access-Control-Allow- v BT, MR
origin' 0

B CSP Network BIRAEHXEIEK violates ... "connect-src 'self'" X 2K

c HO#E RIBWASTHEIEK, RO HTTP 429 J BT, AR
429/403 A

D MEARA —BEREHIIZILY ERR_NAME_NOT_RESOLVED / ERR_CERT_* X SFERUT

&

BERTIE, WERE B, EfN CSP B@EBEHA— TR, FrEfdENIEEIZE—ERKE,

1.2 =+#HaiA

# IRSHMAABARE

curl -i -X POST https://api.example.com/v1i/x \

-H "content-type: application/json" -d '{"qg":"test"}'

curl MR
200 & CORS
200 BEREKRH
429 [E#F 429
i) B R

1.3 CSP IE$XHR



5L Efta wE

connect-src fetch . XHR . WebSocket . EventSource . sendBeacon FRrE"EEUE" A NIt
script-src <script src> . THASHIAB script.  eval JSONP t23E

img-src <img> . CSS B=E B3

frame-src <iframe> HRAR T JMNEBTIE
form-action RERR KPP
default-src MBS ERBISR 25

VIS connect-src REMERE", FBINHZEIR". FTLl fetch 38T, <script src> {F
AREE—XEBEERNHRISHE—TBANEHO,

2. f—@J&:. <script src>

2.1 AftAEREHE

<!-- % connect-src &, BiTHME -->
<script>fetch('https://relay.mydomain.com/q')</script>
<script>new WebSocket('wss://relay.mydomain.com')</script>

<script>new EventSource('https://relay.mydomain.com/sse')</script>

<!-- % script-src &, connect-src A& -->

<script src="https://relay.mydomain.com/q?cb=cb1"></script>

MEEE src BB S RBEIAEMEHNIT. RE script-src BITTXMIR, XBEA
EQ]EdﬁEE@.o

m JS EERITIERIES

RBRSIHIBEIEERR cb1({...}) , FUTHRIBEUERS T M.

XAERA, & JSONP, TZFIUEBEARHFHIISEELREE, FN CSP B connect-src M
KEFTEERIAIE,

2.2 LR (%iNE, BEIF)



BEN RETRE WiEA

& GET v SHEZE URL

& POST X script iR R 2 HF GET

BREXIERk X #HAT Authorization

B HTTP RS X 401/429 FRI A "HASEHIT"

BEE IR Sk X Cill=

TRTUIREX X A — R EHITTE

# Cookie 1 % samesite [Rfl, BILEATR L

FRRLL JSONP ZEIRYKTE B AT, BAKHIT", FrB SR MHRSS intlid
payload, HTTP 3|ﬁ/m7__f<i77_51g 200,

3 HARMREXFHBBET
EH e HMXE, M script-src WHHIT:

Refused to load the script 'https://relay.mydomain.com/q' because it violates
the following Content Security Policy directive: "script-src 'self'"

LB RF=%8%: FIERA (FIRIRETEIE) . iframe #F (RIIE frame-src M1T). iLEEME
%%o Huﬂ’@_mr 9. 10 Tlo

3. JSONP fRS3is: (RE CHYEMN 5

BEZ=E, ENS@EIE— Cloudflare Worker (%28, B HTTPS), EEBECHIEZ, 7t
ERIE TH—"FE (30 relay.mydomain.com ) F§IEK; SBEIRIETA xxx.workers.dev ,
E;ur]lj]ﬁbo

3.1 ERAIE

BEDE
| <script src="https://relay.mydomain.com/q?q=fR¢f&cb=__jp1">
v



Worker (fREVIZERN S, L Key)
| 1. &M sid, #BESEL Durable Object EHH
| 2. MZZIRE] _ jpi({"ok":true,"sid":"alb2c3"})
v
BERNEES sid, FERIE
| <script src="https://relay.mydomain.com/poll?sid=alb2c3&from=0&cb=__jp2">
v
wWorker — DO HUEE . _ jp2({"d":"{EEXZ", "done":0})

N AFERIE sid MAREREREIESR: script NEHEEN (X3 MEEET6ER) , REER
B+, —RIBERFRE. PR RE T EE R MEL

3.2 Worker N[O (52%&)

// src/index.js
const CB_RE = /A[A-Za-z_$][A-Za-z0-9_%$.]1{0,63}$/;

function js(cb, obj) {
return new Response(cb + '(' + JSON.stringify(obj) + ')', {

headers: {

'content-type': 'application/javascript; charset=utf-8',
'cache-control': 'no-store',
'X-content-type-options': 'nosniff',
3
3);

export default {
async fetch(req, env) {
const u = new URL(req.url);
const cb = u.searchParams.get('cbh') || '';

// % cb FYEE JISON #O (5@ curl Fid)
if (cb && !'CB_RE.test(cb)) {
return new Response('bad callback', { status: 400 });

/7 RBATERFRREZ, HIMBERAE
if (u.pathname !== '/q' && u.pathname '== '/poll') {
return new Response('not found',6 { status: 404 });



if (u.pathname === '/q') {
const q = (u.searchParams.get('q') || '').slice(0, 4000);

if (!q) return cb ? js(chb, { ok: false, err: 'empty' }) : Response.json({ ok:

const sid = crypto.randomUUID().replace(/-/g, '').slice(0, 12);
const stub = env.SESSION.get(env.SESSION.idFromName(sid));

const t = new URL('https://do/start');

t.searchParams.set('q', q);

t.searchParams.set('think', u.searchParams.get('think') || '');
await stub.fetch(t.toString()); // MWEB waitUntil, 3ZBEMiR[E]

return cb ? js(cb, { ok: true, sid }) : Response.json({ ok: true, sid });

// /poll
const sid = u.searchParams.get('sid"') || '';
if (!/A[a-z0-9]{6,16}3%/.test(sid)) {
return cb ? js(cb, { ok: false, err: 'bad-sid' }) : Response.json({ ok: false,

const stub = env.SESSION.get(env.SESSION.idFromName(sid));
const t = new URL('https://do/poll');
t.searchParams.set('from', u.searchParams.get('from') || '0');

t.searchParams.set('rfrom', u.searchParams.get('rfrom') || '0');

const r = await stub.fetch(t.toString());

const data = await r.text();

return cb
? new Response(cb + '(' + data + '")', {
headers: {

'content-type': 'application/javascript; charset=utf-8',
'cache-control': 'no-store',
'X-content-type-options': 'nosniff',
3
1)
new Response(data, { headers: { 'content-type': 'application/json' } });
3
}i

3.3 £iERZIK Durable Object, FEK KV



X2 Cloudflare F&AZEHIIT:

=hE 1}
KV RBA—H, NEHENHE, S—MUETRAURREIBE - BIOKIERIRTEE
Durable Object BRFIHRT, RER—H, EE—IRE-THER"

// src/session.js
export class Session {
constructor(state, env) {

this.state = state;
this.env = env;
this.text = '';
this.reason = '';
this.done = 0;
this.err = '';

async fetch(req) {
const u = new URL(req.url);

const now = Date.now();

if (u.pathname === '/start') {
if (this.text || this.done) return Response.json({ ok: true }); // B%
const g = u.searchParams.get('q') || '';
const think = u.searchParams.get('think') === '1';

// waitUntil: F&H, FEEXR fetch
this.state.waitUntil(this.run(q, think));
return Response.json({ ok: true });

}

// /poll

const from = Math.max(®, Number(u.searchParams.get('from')) || 0);
const rfrom = Math.max(©®, Number(u.searchParams.get('rfrom')) || 0);

// TRHEAR, tRiciTHA

if (!this.done && now - (this.at || now) > 600000) {
this.err = this.err || 'expired';
this.done = 1;

}

this.at = now;

return Response.json({



d: this.text.slice(from),

rd: this.reason.slice(rfrom),
done: this.done,

err: this.err,

1)

async run(q, think) {
const ctl = new AbortController();

try {
const up = await fetch('https://api.example.com/v1i/chat', {

method: 'POST',
headers: {
'content-type': 'application/json',
authorization: 'Bearer ' + this.env.UP_KEY,
+
body: JSON.stringify({ g, think, stream: true }),
signal: ctl.signal,

1)

if (l'up.ok) throw new Error('HTTP ' + up.status);

const reader = up.body.getReader();
const dec = new TextDecoder();
let buf = '"';

for (;;) {
// 20 WRBEEHHE - HI5E, BNKIZEE
let idle = null,;
const guard = new Promise((_, rej) => {
idle = setTimeout(() => rej(new Error('idle-timeout')), 20000);

)

let it;

try {
it = await Promise.race([reader.read(), guard]);

} finally {
clearTimeout(idle);

if (it.done) break;

buf += dec.decode(it.value, { stream: true });

let cut;



while ((cut = buf.index0f('\n')) >= 0) {
const line = buf.slice(@, cut).trim();
buf = buf.slice(cut + 1);
if (!line.startswith('data:')) continue;

const payload = line.slice(5).trim();
if (payload === '[DONE]') { this.done = 1; return; }

let j;

try { j = JSON.parse(payload); } catch { continue; }

const d = j.choices && j.choices[0] && j.choices[0].delta;
if (!d) continue;

if (d.reasoning_content) this.reason += d.reasoning_content;
if (d.content) this.text += d.content;

}
this.done = 1;
} catch (e) {
this.err = String((e && e.message) || e);

this.done = 1;

wrangler.toml :

name = "my-relay"
main = "src/index.js"
compatibility_date = "2026-11-01"

[[durable_objects.bindings]]
name = "SESSION"

class_name = "Session"

[[migrations]]
tag = "v1"
new_sqlite_classes = ["Session"]

[[routes]]

pattern = "relay.mydomain.com/*"
zone_name = "mydomain.com" # BRI (B8N Cloudflare BIEED), REFiEH



zone_name ERIEIRIE; pattern EH relay. 2RIFA FTEMHIERNFIE, FEES
L IR =

wrangler secret put UP_KEY
wrangler deploy

3.4 3%%F Cloudflare BJ: Node ki

import express from 'express';

const app = express();

const SESS = new Map(); // sid - { text, reason, done, err, at }
const CB_RE = /A[A-Za-z_$][A-Za-z0-9_%$.]1{0,63}$/;

function reply(req, res, payload) {
const cb = String(req.query.cb || "');
res.set('Cache-Control', 'no-store');
res.set('X-Content-Type-Options', 'nosniff');
if ('cb) return res.json(payload);
if (!'CB_RE.test(cb)) return res.status(400).type('text/plain').send('bad callback'
res.type('application/javascript').send( ${cb}(${ISON.stringify(payload)}) );

app.get('/q', (req, res) => {
const sid = Math.random().toString(36).slice(2, 12);

const st = { text: '', reason: '', done: O, err: , at: Date.now() };
SESS.set(sid, st);

runUpstream(String(req.query.q || '').slice(®, 4000), st); // GBI
reply(req, res, { ok: true, sid });
1)

app.get('/poll', (req, res) => {
const st = SESS.get(String(req.query.sid));
if (!st) return reply(req, res, { ok: false, err: 'no-session' });

const from = Number(req.query.from) || O;
const rfrom = Number(req.query.rfrom) || O;

st.at = Date.now();

reply(req, res, {



d: st.text.slice(from),

rd: st.reason.slice(rfrom),
done: st.done,

err: st.err,

1)
1)

async function runUpstream(q, st) {
try {
const up = await fetch('https://api.example.com/v1/chat', {

method: 'POST',

headers: {
'content-type': 'application/json',
authorization: 'Bearer ' + process.env.UP_KEY,

3

body: JSON.stringify({ q, stream: true }),

signal: AbortSignal.timeout(120000),

1)
if (!up.ok) throw new Error('HTTP ' + up.status);

const reader = up.body.getReader();
const dec = new TextDecoder();
let buf = '"';

for (7;) {
const { done, value } = await reader.read();
if (done) break;

buf += dec.decode(value, { stream: true });

let cut;

while ((cut = buf.index0f('\n')) >= 0) {
const line = buf.slice(0, cut).trim();
buf = buf.slice(cut + 1);
if (!line.startswWith('data:')) continue;

const payload = line.slice(5).trim();

if (payload === '[DONE]') { st.done = 1; return; }
let j;
try { j = JSON.parse(payload); } catch { continue; }

const d j.choices && j.choices[0] && j.choices[0].delta;
if (!d) continue;
if (d.reasoning_content) st.reason += d.reasoning_content;

if (d.content) st.text += d.content;



}

st.done = 1;
} catch (e) {

st.err = String((e && e.message) || e);

st.done = 1;

/! TREE
setInterval(() => {

const now = Date.now();

for (const [k, v] of SESS) if (now - v.at > 600000) SESS.delete(k);

}, 60000);

app.listen(8787);

£ FIRIEE Map HEAK Redis, 3B runupstream 3FAEIEIL worker #F2——Node BHIE

ERRES, AR—SMERHE,

3.5 RS IR A IR

Iq

callback & B BRI

Cache-Control: no-store

X-Content-Type-Options: nosniff + IEFf content-type

HTTP 7K3Z 200

4. JSONP EP . & script

4.1 STEHE

let seq = 0;

function jsonp(url, timeout = 30000) {

RA

TRIOTHEREIE! XSS! cb=alert(1)// BEEERTEHIT
AMIB WebView 2477 GET, £_XRZF/IHER

DT WY XAELHNIT

B SRR EPRERS, FEIRZEESH payload



return new Promise((resolve, reject) => {
const name = '__jp' + Date.now().toString(36) + (seq++);
const script = document.createElement('script');
let settled = false;

const cleanup = () => {
try { delete window[name]; } catch (e) { window[name] = undefined; }
if (script.parentNode) script.parentNode.removeChild(script);

clearTimeout(timer);

iy

window[name] = (data) => {
if (settled) return;
settled = true;
resolve(data);
cleanup();

i

const timer = setTimeout(() => {
if (settled) return;
settled = true;
reject(new Error('jsonp-timeout'));
cleanup();
}, timeout);

script.onerror = () => {
if (settled) return;
settled = true;
reject(new Error('jsonp-network'));
cleanup();

i

script.src = url + (url.indexOf('?') >= 0 ? '&'"' : '?') + 'cb=' + name;
script.async = true;
document .head.appendChild(script);

1)

AT ER RS A B/

iR M= SR
settled #T& B EXMITER - EE resolve / RFHR

cleanup() fEBEEEL Fin)—xott— window.__jp* , K=IEWNAEE



4075 TH=ER
script.onerror IHZERN. # CSP 12, R REE

PR35 no-store GET #4E7EF, FKrZFNHER

4.2 AR

const r = await jsonp('/q?g=' + encodeURIComponent('{RiF'));
if (!r.ok) throw new Error(r.err);

const sid = r.sid;

// AE®E (B 5 )

4.3 URL KEREBY®R

3R/ WebView LR

IE / # Android WebView 2083 FH&F

Chrome / Safari TLAAHR 8 KB KLk, BRRIE
£5d CDN/ kX BIRES 4-8 KB

FI3X4E encodeURIComponent G NF 9 FT ( %E4%BD%A0 ), 200 FiAIFAHL 1.8 KB,

ok FRImACEE 2000 F1F; BERPART (XE. 53) FE" L& token"—B L{ZA
5% POST, JSONP #iART, ReEmEERM EFZD, WERSYIRDZREK.

5. KieW: 1B R IR SRR

5.1 IRE&H

@ GET /q?9=...&ch= ~ {ok:true, sid} IZBMR[E], FFELER
@ GET /poll?sid&from=0 ~ {d:"ig£", rd:"", done:0}

® 5 @, from &M

@ done:1 = err F - 4R



from / rfrom SF{REE, RBEEXRERELSEINR—E" XEFEEMFEREX poll ET, T
—RMEEE I £, RIAZIFMTLRLEA(E,

5.2 Z P IRSCH

const sleep = (ms) => new Promise(r => setTimeout(r, ms));

async function ask(question, onDelta, onReason, signal) {
const start = await jsonp('/qg?q=' + encodeURIComponent(question), 20000);
if (!start.ok) throw new Error(start.err || 'start-failed');

const sid = start.sid;
let pos = 0, rpos = 0, idle = 0;

const deadline = Date.now() + 180000;

while (Date.now() < deadline) {
if (signal && signal.aborted) throw new Error('aborted');

const t®@ = Date.now();
const r = await jsonp( /poll?sid=${sid}&from=${pos}t&rfrom=${rpos} , 15000);

if (r.err) throw new Error(r.err);

if (r.d) { onDelta(r.d); pos += r.d.length; idle = 0;
if (r.rd) { onReason(r.rd); rpos += r.rd.length; idle

1 w2
(O]
~
[

if (r.done) return;

/1 AR - EHREE; BAAE - REF 300ms TR
if (!'r.d && !'r.rd) {

idle++;

await sleep(Math.min(3000, 300 * Math.pow(1.6, Math.min(idle, 6))));
} else if (Date.now() - tO < 300) {

await sleep(300);

}

throw new Error('timeout');

5.3 =M ERRVA T



i) FREZER

pIZ3 i =401 300ms —X, 10 NP FHIE Worker FT5#%

visibilitychange EH{S BRYES, TEAAESNAIBR, BEAEMNTE
B ER RSB imET RIRE] done , BFIHAITIIA
HESHE:

let paused = false;
document .addEventListener('visibilitychange', () => {
paused = document.hidden;

1)
// BiIFEIFE: while (paused) await sleep(500);

5.4 RN
WKL . WA

1. B8R RSHEWEILFEE— token BIFLIE done:o HUEEIR[E, HEHE—EELA
2. Hilm4hE] . EF—EIEEEIR 30ms/F BFESR, AR LRI/ LFLES!

KN ZBEFINALLEZEIE 200-600 ms (FX RTT + #iG[EMR) , XEBENERIGSHAFTRIK
ZiNS

6. HO 1P R : Bin—sk

6.1 PR

&M curl EJ5: 200
Worker EL¥: 429 / 403, BREEM
H—iB Key: X2 429

6.2 RH



Worker B9 515K KB Cloudflare £ZE IP i, E— IP LB/TF LA NIMBEITRE—1NB1F,
FHIE P IR, R#IER,

1 Key ZH—TRHZ IP, REKS,

6.3 ffi%: AR IP BI”4HO

BERE —script—» Worker —» VPS / =E#E (diz 1P) —» Liif

VPS tH Caddy #—/=, 7 token, BNFELFAIE:

relay2.mydomain.com {

@bad not header X-Relay-Token "{REYBENIIER"
respond @bad 403

reverse_proxy https://api.example.com {
header_up Host api.example.com
flush_interval -1

Worker R & st

const up = await fetch('https://relay2.mydomain.com/vi/chat', {
method: 'POST',
headers: {

'content-type': 'application/json',
'X-relay-token': this.env.RELAY_TOKEN,
+
body,

1

6.4 HOEHF

&H0a IP FAE 57 &S
Cloudflare Worker = (#=) ko —AgiEO

BEX VPS 7 (=) ¥ 24/ WIS B — 83



HA IP F&E (073 BR

Z= %% (Lambda/ SCF) o Gthik) Be BEBE=KS
RIEth EZBHRR — TEWNER

HMEORBRIP #IR", FBRAT " KSHR". #IP 51 429, & Retry-After FMECENIR
B,

7. €. JSONP #EZOBAFH GET

JSONP BNKRALHE: EFE— GET URL, EAIAZEZRXD URL, N%asthiti=—atriaeE
B, A*EE/RATIE,

FRUREZIE S i, SUEFTHRIRE Key HE LM,

71 =B

B Hox HEHtA

FERLE 07 Referer / origin BEBTBEES FIHIMIERE (AIfhE, BiREREs)
RZF8 token URL B® t=<FE> , IRSiRELXS FEFRiEOREZS

RS URL B—RMH tk , IREWKRIEEIE KHEIZE B

Referer RIG/I:

const REF_OK = ['app.builda.game', 'game.builda.game'];

const ref = req.headers.get('referer') || '';
let host = '';
try { host = ref ? new URL(ref).host : ''; } catch (e) {}

if (!REF_OK.includes(host)) {
return cb ? js(cb, { ok: false, err: 'forbidden' }) : new Response('forbidden', { :

< G ——



Referer AILURNIE, WAERISTLREMRE. CREEN EEHT", ToUR—ER,

7.2 —RMESHE (EF)

BERREA, WAEEIFEHE URL:

/7 EER (IRHIARSS i)
const tk = crypto.randomUUID();
await KV.put('tk:' + tk, uid, { expirationTtl: 300 }); // 5 9#HEN

// K% (Worker)

const uid = await env.KV.get('tk:' + tk);

if (!'uid) return forbidden();

await env.KV.delete('tk:' + tk); // BA—XFE

XHFEME URL RNEEIEFE, Ao/eatRiy, mERER—X.

7.3 R (SHERE)

const BUCKET = new Map(); // key - { tokens, at }
const RATE = 20 / 60000; // BEWHZLD (20 R/DH)
const CAP = 20;

function allow(key) {
const now = Date.now();
let b = BUCKET.get(key);
if (!b) b = { tokens: CAP, at: now };

b.tokens = Math.min(CAP, b.tokens + (now - b.at) * RATE);
b.at = now;

if (b.tokens < 1) { BUCKET.set(key, b); return false; }
b.tokens -= 1;

BUCKET.set(key, b);

return true;



7.4 2¥ARKE
JSONP H9&3£7E URL £, &[4

const ALLOW_MODEL = new Set(['model-a', 'model-b']);
if (body.model && !'ALLOW_MODEL.has(body.model)) return bad('model');

// URL EREEMRABEXLE, HR—ER
const q = (u.searchParams.get('q') || '').slice(0, 2000);

BB q FRiEBf#H system prompt— AP B LUET URL JEANIES. ERTE user AEBE, HXt
KE. FRMHEH,

== + &l )53

o
3
Al
b

1= =1 ]

EEE 12s B, FIMRk

BF B 15-20's L BEBCR T IR E R
TR 20s MIVRIERE

SR 120-180s IR

8.1 AbortSignal.timeout I

EREI"ERMNK", EFHRE] 200 ZEEERILET, reader.read() S—BHEE:

/\

// o RBATE—E
const r = await fetch(url, { signal: AbortSignal.timeout(12000) });

// o EREIN—E
const it = await Promise.race([

reader.read(),
new Promise((_, rej) => setTimeout(() => rej(new Error('idle')), 20000)),
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BEHRAFRL, BESNEESD,

9.1 ¥IE

location.origin // "https://mygame.com"
location.origin FEM—RIAN"EEZZ", FHABE. gileeX™MERNRSKIFR,

curl -i https://mygame.com/api/__probe
# ROIRECHARA - BBHE; REIFE 404 71 - TEE
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wE BER https://api.example.com iER /api/...

EPEES: R, EXHLA Access-Control-Allow-0rigin BE, FiReE
connect-src 'self' RE 'self' , BERAERH wmHR 'self' , BYT

MmEERRIMNINERSSE—ARSHEZERE TR B, BARHIT CSP,

9.3 Nginx

server {
listen 443 ssl http2;

server_name mygame.com,

root /var/www/game;
index index.html;

location /api/ {
proxy_pass https://api.example.com/;

proxy_ssl_server_name on;
proxy_set_header Host api.example.com;
proxy_set_header Authorization "Bearer sk-{REVZE$A";

# A=HE

proxy_buffering off;
proxy_cache off;
proxy_http_version 1.1;
proxy_set_header Connection "";

proxy_read_timeout 300s;
proxy_send_timeout 300s;

MO Ss0Es. proxy_pass EELT / (BBEAFIEIZE, 404). %i& Host (LiARig&i&E,
[5] 404),
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mygame.com {
root * /var/www/game

file_server

handle_path /api/* {
reverse_proxy https://api.example.com {
header_up Host api.example.com
header_up Authorization "Bearer sk-fRE9ZZER"

flush_interval -1
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JSONP + #8if] BIRR
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10. & script-src #BBIT : iframe §F
OF frame-src AVFIRAVIER AT A,

fBEmE (connect-src / script-src #B%i)
| postMessage
v

{REFFDIE https://bridge.mydomain.com (CSP {RECE, i)
| fetch



v
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/\Bjﬁ:

const waits = new Map();
let seq = 0;

addEventListener('message', (e) => {
if (e.origin !== 'https://bridge.mydomain.com') return; // HEE
const { id, ok, data, err } = e.data || {};
const w = waits.get(id);
if ('w) return;
waits.delete(id);
ok ? w.resolve(data) : w.reject(new Error(err));

1

function viaBridge(payload) {
return new Promise((resolve, reject) => {
const id = ++seq;
waits.set(id, { resolve, reject });
frame.contentWindow.postMessage({ id, payload }, 'https://bridge.mydomain.com');
setTimeout(() => { if (waits.delete(id)) reject(new Error('timeout')); }, 30000)

1)
}

< G — >

AT

<script>
const ALLOW = ['https://app.builda.game'];
addEventListener('message', async (e) => {
if ('ALLOW.includes(e.origin)) return;
const { id, payload } = e.data;
try {
const r = await fetch('https://api.example.com/v1/chat', {
method: 'POST',
headers: { 'content-type': 'application/json' },
body: JSON.stringify(payload),
1)
parent.postMessage({ id, ok: r.ok, data: await r.text() }, e.origin);
} catch (err) {
parent.postMessage({ id, ok: false, err: String(err) }, e.origin);



}
1)

</script>
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11. HEsERERR

it

blocked by CORS policy

violates "connect-src 'self'"

Refused to load the script ... "script-

src"

Refused to display ... in a frame
net::ERR_NAME_NOT_RESOLVED
net::ERR_CERT_COMMON_NAME_INVALID
Mixed Content

HTTP 429 , i Key B3
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JSONP Unexpected token
JSONP ZZI|R¥E
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proxy_buffering off / flush_interval
-1

20s &)

MR AP cb({...})
Cache-Control: no-store
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e [] location.origin HHIADIERVIAE, EX T B

[] connect-src / script-src #BFTFEIZXM T
[]JSONP ##OA curl 8&iR[E] cb({...})

[1 BEEN LB REERNE (REREFRYN L)
[1EH0 1P ENE, &tk 429
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o []callback & T BE R

[] H3EE token /| —RESHE, RE8 GET
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13. —TIRE

# AR

location.origin

# BEIRBTHA
curl -sI https://app.builda.game | grep -i content-security-policy



# FEVERN RBAE

curl -s "https://relay.mydomain.com/q?q=hi&cb=t" # RiR[E] t({..

TUENRY3R - FERRA (&7R)
TUEEAYAMR

} script-src H4T - JSONP + Kiifl (BEXHEMH—HR)
F 2 frame-src - iframe #f
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JSONP i 30s
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URL E[R 2 KB
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